How-to Access Pinellas Enterprise Wireless

for: Windows 7

Important! Business Technology Services (BTS) must know your wireless network adapters’ MAC
address for a successful connection. See ‘Finding_your_MAC_address_on_Windows' for details on how
to provide this information to BTS.

The following procedure is a one-time configuration. This process will install a client certificate on your
computer and auto-configure your wireless profile.

1. Click the wireless icon on your taskbar.
2. Click the Pinellas_Enterprise SSID
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3. Click the Connect button.
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4. Click the Connect button for this security alert.

This may not occur for all users.

 Windows Security Alert

G The connection attempt could not be completed

The Credentials provided by the server could not be validated. We recommend
that you terminate the connection and contact your administrator with the
information provided in the details. You may still connect but doing so exposes
you to security risk by a possible rogue server.

E] Details Terminate ] [ Connect ]

4. Click Connect
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5. Open Internet Explorer and browse to any website. You will be redirected to the following
dialog.

r Device Registration This device has not been registered. ]
Click the "Register" button to run the Cisco Network Setup Assistant. This

application installs the required certificates and configures your device to use the
secure network.

Device ID |uu 26:C6:11:72:80 |

Description |YuurUserID laptop X |
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6. You will see your Device ID (MAC address) pre-populated.
7. Enter your network user ID and a simple description of the device you are connecting with.

8. Click the Register button.
Your MAC address will be pre-populated
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Device ID |00:26:C6:11:72:B0

Description |YourUserlD laptop X
-_-_-_-—-_

—_
Register
Enter your Network UserID & simple description of the device

(ie. misspXX — HP Laptop)
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9. Click start once the Network Setup Assistant appears.

Network Setup Assistant

This application automatically configures
Wi-Fi device settings for the
'Pinellas_Enterprise' network.

Click start
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10. Say Yes to the installation of any certificates.
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You are about to install a certificate from a certification authority (CA)
claiming to represent:

PinellasCounty

Windows cannot validate that the certificate is actually from
"RinellasCounty”. You should confirm its origin by contacting
"RinellasCounty”. The following number will assist you in this process:

Thumbprint (shal): AGD983C2 6F3C3241 AECCO43E B430FCEE
C5BBACFE

Warning:

If you install this root certificate, Windows will autematically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click "Ves" you acknowledge this
risk,

Do you want to install this certificate?

B

11. The configuration is complete! Click exit.
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£) Your device is now configured for secure
access to the 'Pinellas_Enterprise' network.
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12. Close the Internet Explorer window below.

r Device Registration You must download the Cisco Network Setup Assistant to register your device for

secure network access. This application installs the required certificates and
configures your device to use the network. After registering, your device will
connect to the network. If the installation fails, click the "More Information™ link
to view troubleshooting tips before trying again.

Your device has been registered successfully. You can now type in the original URL in the browser's address bar.

Run Network Setup Assi More Information
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*If any issue should occur, please contact the Customer Service Center for assistance.*
Customer Service Center: 727-453-HELP (4357)



